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ABSTRACT

With the increased deployment of large language models (LLMs), one concern
is their potential misuse for generating harmful content. Our work studies the
alignment challenge, with a focus on filters to prevent the generation of unsafe
information. Two natural points of intervention are the filtering of the input prompt
before it reaches the model, and filtering the output after generation. Our main
results demonstrate computational challenges in filtering harmful input prompts,
when there is computational asymmetry between the filters and the LLMs. First,
we show that there exist LLMs for which there are no efficient input prompt filters:
adversarial prompts, which are provably computationally indistinguishable from
benign prompts for any efficient filter but elicit harmful behavior from LLMs, can
be easily constructed. Our second main result identifies a natural setting in which
output filtering is computationally intractable. We conclude that safety cannot
be achieved by designing filters external to the LLM internals (architecture and
weights); in particular, black-box access to the LLM will not suffice.

1 INTRODUCTION

Artificial Intelligence (AI) systems, particularly LLMs, are being adopted across a wide array of
domains, including business, healthcare, education, and even governance (Potash et al., 2015; Chiusi
et al., 2020; Levy et al., 2021; Haensch et al., 2023; Perdomo et al., 2023; Fischer-Abaigar et al.,
2024). As the influence of AI expands, ensuring the alignment of these systems with human values
has become a critical societal concern. Governments and regulatory bodies around the globe are
responding to this challenge by introducing frameworks to classify, monitor, and audit AI systems.
For instance, the European Union’s AI Act (EU AI Act) mandates extensive risk assessments and
management for high-risk AI applications.

Informally, alignment refers to the process of ensuring that a model generates outputs that are
consistent with human preferences, essentially teaching the model to generate responses that align
with what humans consider safe and beneficial (Amodei et al., 2016; Leike et al., 2018; Bai et al.,
2022). In practice, existing alignment mechanisms face significant challenges, as demonstrated by
the prevalence of “jailbreak” attacks that successfully bypass model alignment and external safety
filters (see empirical results in Section 4 and Jin et al., 2024; Yi et al., 2024; Huang et al., 2025).
These empirical challenges raise a fundamental question: can we hope to guarantee the safety of
advanced AI systems, or are there intrinsic barriers to such guarantees?

⇤Authors listed in alphabetical order.
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In this paper, we investigate fundamental limitations to achieving AI alignment through the approach
of filtering. Because many generative-AI models are proprietary and cannot be independently audited
and thus trusted, filter-based alignment is an important subject of study. Under standard cryptographic
assumptions, we show that significant computational barriers exist to filtering both input prompts and
output responses of LLMs in order to prevent harmful content.

Our concrete contributions are as follows:

• Input filters. We show a general method for generating jailbreaks, crafted to elicit harmful
behavior from LLMs, which provably cannot be distinguished from benign prompts by
input-prompt filters which run significantly faster than the LLMs. Our results are based on
the cryptographic assumption that time-lock puzzles exist (Rivest et al., 1996) and hold for
any definition of “harmful behavior” and “benign” prompts.

• Output filters. Using similar methods, we prove that for any efficient output filter, distin-
guishing between harmful and benign LLM output is impossible, even when the runtime of
the filter is larger than that of the LLM. This implies that no external (black-box) alignment
mechanism will work in the worst case.

• Mitigation filters. We then formalize and analyze relaxed mitigation strategies in which
filters are allowed to modify prompts or outputs, rather than simply rejecting them. Although
these mitigation filters have greater expressive power, we show that they, too, require
fundamental computational costs, indicating that even these more flexible approaches are
subject to inherent limitations.

• Strong properties of our jailbreaks. Ideal jailbreaks are (1) harmful, (2) provably indis-
tinguishable from benign prompts, and (3) do not require collusion between the attacker
and the LLM. Compared to previous works, our result is the first one to satisfy all three
properties at the same time (under cryptographic assumptions).

• Novel method. We introduce a novel method for achieving indistinguishability between
any notion of benign prompts and harmful prompts. Our method samples benign-looking
(yet harmful) prompts using a pseudo-random sampler, which is built from a cryptographic
time-lock (Rivest et al., 1996) puzzle that in itself conceals harmful prompts. The LLM can
unlock the harmful prompts, whereas the time-constrained filter cannot even distinguish
between benign prompts and the constructed harmful prompts.

• Experiments. Experimentally, an approach following our theory indeed evades weak filters
and, at the same time, elicits harmful behavior from production LLMs, illustrating the
practicality of our theoretical modeling.

Taken together, our results reveal deep challenges in achieving provably aligned AI systems via
standard filtering techniques. These findings underscore the need for a more rigorous understanding of
the computational hardness underlying alignment—and raise important implications for the design of
regulatory frameworks and technical safeguards, as one implication of our work is that the government
(an auditing body) should have access to LLMs’ internals, e.g., weights.

2 INPUT-PROMPT FILTERING

The first approach we consider is running user prompts through an input-prompt filter, which can
detect and discard prompts that might lead to harmful answers from the LLM. We focus on a setting
in which the LLM itself is separate from the input-prompt filter, but we can query it while training
an input-prompt filter (during training we can try different prompts to observe if and where harmful
behaviors occur). After this filter-training phase, the filter should detect (and reject) prompts that
lead to harmful outputs. This is a natural approach which arises in practice. We ask: Can efficient
input-detection filters always be created?

Setup: The setup is as follows. There is a computationally powerful unsafe LLM. Namely, there
is a non-empty set of prompts that incite the LLM to produce harmful outputs, e.g., requesting
instructions on how to build a bomb is considered harmful. Second, there is an input-prompt filter
which on getting a prompt from a user, should reject it or pass it to the LLM. The filter is to reject
prompts on which the LLM might produce a harmful output. The filter was trained using data and
black-box access to the LLM, but during deployment does not have access to the LLM weights. The
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filter is only a moderately powerful algorithm, which is more efficient than the LLM - we believe this
is an accurate reflection of the current reality where the amount of resources dedicated to capability
significantly outweigh the resources dedicated to safety. Finally, there exists an innocent prompt
generator G which generates prompts that (when fed into the LLM) produces benign(or innocent)
prompt. We assume that the distribution of benign prompts generated by G is not low-entropy (i.e.
there are many benign prompts, see Remark 1). One may think of innocent prompts as generated by
an honest user (or a subset of its questions that are innocent and contain enough entropy). In practice,
it is feasible for an auto-regressive model to imitate such users. To avoid triviality (i.e. having a filter
that rejects all prompts), we also require that the filter accepts prompts generated by the innocent
prompt generator G with high probability.

Assumption: Our result relies on the existence of cryptographic Time-Lock Puzzles and one-way
functions. Introduced by Rivest et al. (1996) (RSW), time-lock puzzles provide a way to send
messages “to the future.” A sender can quickly generate a puzzle whose solution s remains hidden
until a moderately large amount of computation—quantified by a time parameter t—has been
performed after which it can be solved (or opened). The key property is that s remains inaccessible
to any adversary running in significantly less time than t. An extra property that we need is that the
puzzle generated is indistinguishable from random for all algorithms which run in a moderately large
amount of time, we call this a pseudo-random time-lock puzzles (PRTLP). It is easy to transform the
output of a time-lock puzzle, into a pseudo-random puzzle under the existence of one-way functions.
Rivest et al. (1996) proposed a concrete construction based on the assumption that repeated squaring
modulo a special RSA integer is an inherently sequential task. The RSA integer, standing for Rivest,
Shamir, and Adleman, is a product of two large primes, and appears in the context of public-key
cryptography (Rivest et al., 1978). Other proposals of time-lock puzzles based on a variety of hard
problems appear in Bitansky et al. (2016a) (Agrawal et al., 2025; Bitansky and Garg, 2025; Abram
et al., 2025).

Idea: Informally, in our setting, we use pseudo-random time-lock puzzles to conceal (lock) harmful
instructions and use the resulting puzzle as the randomness of a process (see Section 7) that samples
benign prompts. An LLM that runs for time t can recover the randomness, solve (unlock) the puzzle,
and follow the harmful instructions, while a filter incapable of spending that much time cannot even
distinguish between true randomness and the pseudo-random puzzle. Our main result shows the
impossibility of input-prompt filtering as follows.

Theorem 1 (Input-prompt detection filter impossibility (informal)). For any high-entropy innocent
prompt generator G, there exists an LLM M’ and an adversarial prompt generator G0 (with com-
parable runtime to G) such that: (1) prompts by G0 induce M 0 to produce harmful outputs, and (2)
under the assumption that cryptographic Time-Lock Puzzles exist, no input-prompt filter that runs
significantly faster than M 0 can distinguish prompts generated by G from prompts generated by G0.

2.1 DISCUSSION

A few remarks are in order. First, our result depends on a computational asymmetry between the
filter and the LLM: the filter is strictly weaker. We remark that in practice most filter (guard) models
are lightweight LLMs with far fewer parameters than the main deployed models. For example, the
largest and newest Llama Guard 4 model has around 12B parameters, whereas models like GPT-5
or Gemini are significantly larger. This is partly because very large guard models would introduce
substantial latency and cost, making them undesirable. Generally, when designing any AI system,
one needs to decide on the balance between the amount of resources devoted to capability and the
resources devoted to alignment. Our result implies that filtering for alignment can not be done (in a
black-box manner) using much fewer resources than used for capability (LLM). We believe this to be
an important take away message, given the possible harm that can be caused by unaligned LLMs
especially as we may be heading towards AGI.

Second, as prompt-filtering may be imposed by an entity, which is external to the LLM and does not
have full access to the LLM internals (weights, etc), filtering should work for all LLMs independent
of their internals. Thus, to show the impossibility of filtering, we need only to show that there exist
LLMs that cannot be aligned using prompt-filtering alone. Indeed, our theorem shows the existence
of LLMs for which filtering fails.

3



Published as a conference paper at ICLR 2026

The LLM we construct can be triggered by any user: the attack does not require collusion, coordina-
tion, or a shared secret between the user and the model. Although the behavior of M 0 is stylized—it
enters a special mode in which it recovers randomness, solves a time-lock puzzle, and executes
the hidden instruction—recent empirical work suggests that qualitatively similar context-dependent
harmful modes can emerge in current-generation LLMs (Hubinger et al., 2019; Greenblatt et al.,
2024). For example, models may condition their behavior on whether they appear to be in training
or deployment, selectively complying with alignment objectives only in certain regimes. These
empirical findings do not instantiate our construction, but they support the relevance of modeling
unusual harmful modes that can be activated by ordinary users.

3 OUTPUT FILTERING

We also consider an alternative approach to alignment: instead of filtering prompts, the defense
mechanism utilizes an output filter to detect harmful answers produced by the LLM. In this setup, a
prompt is given to the LLM, which generates a response; both the prompt and the response are then
passed to the output filter, which may choose to detect and reject the output. The goal of the output
filter is twofold: (1) as with an input-prompt filter, it should reject harmful prompts; and (2) it should
reject cases where the answer is harmful, even if the prompt appears benign—e.g., when a seemingly
innocent prompt elicits a detailed recipe for constructing a bomb.

Output filters may be easier to design than input-prompt filters, since they operate with more
information. This motivates the question: Can efficient output-detection filters always be created
(even when input-prompt filters are impossible)? Again, we answer this question in the negative.

Note that if it is easy to determine whether a given LLM output is harmful, then output filters are
trivial to construct. Thus, output filtering becomes meaningful only in the more challenging setting,
where assessing the potential harm of a response is itself difficult. This concern becomes more
pressing as AI systems grow more powerful, making it increasingly hard to evaluate the downstream
consequences of their outputs (Scheurer et al., 2023; Moix et al., 2025; Tang et al., 2025). For
example, imagine an AI generating a complex business plan aimed at reducing costs by subtly
recommending the exclusion of clients with certain characteristics.

Setup for Output Filtering. Firstly, there is an output filter that receives as input a prompt-answer
pair and decides if it should be rejected as harmful. In contrast with the input-filter case, the output
filter can be more computationally powerful than the LLM, and thus the result is stronger. Secondly,
there exists a harmfulness measure that measures the level of harm of an output in the long term (e.g.,
the measure can be thought of as the environment or nature “evaluating” the output). Neither of the
parties has direct access to this measure, and the measure can “run” in significantly larger time than
the LLM or the output filter.

We show the following impossibility result:
Theorem 2 (Output-detection filter impossibility (informal)). For every LLM M and every prompt x
there exists an LLM M 0 and a harmfulness measure H

0 such that: (1) for every harmful prompt m,
outputs of M 0(m) are judged as harmful by H

0, (2) under the assumption that Time-Lock Puzzles
exist, no efficient output filter (even one that runs for more time than the LLM itself) can distinguish
the outputs of M 0(m) (for every m) from outputs of M(x), and (3) M 0 runtime is similar to the
runtime of M .

4 EXPERIMENTS

To showcase the vulnerability of the filtering approach and to validate our theoretical findings
(Theorems 1 and 2), we conducted some small-scale experiments evaluating the effectiveness of two
real-world deployed safety filters: Llama Guard 2 8B (Llama Team, 2024) and Shield Gemma 2B
(Zeng et al., 2024), across three LLM families of varying sizes (see Table 1)1. The experimental
pipeline of the first experiment consists of three stages: (1) The filter filters incoming jailbreak
prompts, (2) the LLM processes prompts that bypassed the input-prompt filter, (3) the same filter
filters the LLM output. We measure two key performance metrics: (1) Input filter bypass rate:

1We use fine-tuned versions of models that answer harmful questions when unfiltered.
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Percentage of jailbreak prompts that successfully bypass the input filter, (2) Output filter bypass
rate: Of the prompts that bypassed the input filter, the percentage of resulting LLM outputs that
also bypass the output filter. We evaluate 1,097 jailbreak prompts from JailbreakBench (Chao et al.,
2024b). Table 1 shows results across all model–filter pairs. A sizable fraction of jailbreaks bypass
both input and output filters, indicating current filters fail to block them, supporting the relevance of
our theoretical modeling.

Table 1: Safety filter bypass rates across language models

Model Filter Input filter Output filter
bypass rate bypass rate

Llama 3.2 3B Llama Guard 34.37% 58.89%
(Teknium et al., 2024) Shield Gemma 79.49% 83.49%

Qwen 7B Llama Guard 34.37% 61.27%
(Hartford et al., 2024a) Shield Gemma 79.49% 85.89%

Mistral 24B Llama Guard 34.37% 67.37%
(Hartford et al., 2024b) Shield Gemma 79.49% 89.91%

Based on Fairoze et al. (2025) and
leveraging our theoretical insights, we
further show that the input filter by-
pass rate can be increased (Table 2) if
we encrypt the jailbreak prompts and
simulate a timed-release attack, where
the model is first asked to decode the
encrypted text and only after the de-
coding, it is tasked to reply to the de-
crypted text (see details Appendix H).
This timed-release attack is inspired
by the time-lock puzzles we describe
(Rivest et al., 1996), which Fairoze
et al. (2025) translated to the LLM setting. The increase in filter bypass rates via this approach
showcases how one can exploit the resource asymmetry between the input filter and the model by
hiding harmful prompts under some amount of computation, which results in successful attacks.

Table 2: Input filter bypass rates by guard and encoding type
Guard No encryption ASCII Caesar Morse Substitution Unicode
Llama Guard 34.37% 66.18% 88.06% 81.40% 81.49% 78.40%
ShieldGemma 79.49% 78.40% 91.89% 87.15 % 91.98% 87.97%

To further validate our findings, we test the timed-release attack (Fairoze et al., 2025) with Caesar
cipher encryption (shift-3) against Gemini 2.5 Flash (Google DeepMind, 2025) as a frontier down-
stream and aligned model. We provide two examples (see Appendix H.1) that showcase how the
described timed-release attack can improve the jailbreak success over just using the non-encrypted,
direct jailbreak in models that have decoding capabilities.

The dual vulnerability—circumventing external defenses while compromising model align-
ment—provides empirical support for the real-life relevance of our theoretical modeling and illustrates
that alignment cannot be achieved solely through external filtering when computational limits exist.

5 MITIGATION

Having established computational barriers for both input-prompt filters and output filters, we now
examine a more permissive mechanism, which we term a prompt–mitigation filter. Here, the filter can
modify the prompt and pass it through to the LLM in addition to rejecting it. Mitigation gives the filter
more power, which makes the goal of filtering potentially easier to achieve. We show a connection
between the security of watermarking schemes and the impossibility of mitigation filtering.

Prompt mitigation and watermarking. A watermarking scheme W lets an LLM creator prove
that an output came from their model, even after adversarial post-processing. Watermarking resistant
to “all” edits remains beyond the current state of the art: one typically demands that the adversary
preserve some semantic content—otherwise it could simply delete the text (and with it the watermark).
We therefore consider watermarking against adversaries that apply edits from a permissible class
E and run in time t. The watermark should remain indistinguishable to any such time-t adversary.
Our focus is on auto-regressive models, which generate text token by token, and on watermarking
schemes that embed the mark by perturbing the model’s sampling randomness—a strategy explored
by several recent proposals (Kirchenbauer et al., 2023; Kuditipudi et al., 2023; Christ et al., 2023;
Golowich and Moitra, 2024). We show that:
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Theorem 3 (Impossibility of mitigation-filters (informal)). Let W be a watermarking scheme as
above that is resilient to edits from a class E. For any high-entropy, innocent prompt generator G,
there exists an adversarial prompt generator G0 (with comparable runtime to G) and an LLM M 0

such that G0 generates prompts that will induce harmful outputs from M 0 even when G0’s outputs
pass through an efficient prompt-mitigation filter using edits from the class E.

6 RELATED WORK

Alignment. Making AI models aligned with human preferences is a central concern of contemporary
AI research (Amodei et al., 2016; Leike et al., 2018; Hendrycks et al., 2021; Ji et al., 2023). However,
a growing body of work suggests that achieving robust alignment is profoundly difficult: Researchers
have highlighted issues ranging from the inherent ambiguity in specifying human preferences (Gabriel,
2020; Zhi-Xuan et al., 2024; Sorensen et al., 2024), to problems like shallow alignment induced by
properties of the alignment algorithms (Jain et al., 2023; Kotha et al., 2023; Lee et al., 2024) and the
alignment data (Qi et al., 2024). The difficulty in robustly aligning models at a deep representational
level underscores the need for complementary external mechanisms like filters to detect or prevent
harmful model outputs. This is in line with regulatory frameworks such as the EU AI Act, which
requires AI systems in the high-risk category to implement an effective risk management system (see
Article 9 EU AI Act).

Filters. In response to the need for safer AI systems, practical filtering mechanisms have been
developed and deployed. For instance, model developers like Meta have introduced tools such as
Llama Guard, designed to classify content as safe or unsafe (Inan et al., 2023). Similarly, cloud
service providers like Microsoft Azure offer content filtering capabilities within their AI service
implementations (Microsoft Corporation, 2025), and companies like Nvidia also provide solutions
aimed at moderating AI-generated content (NVIDIA Corporation, 2025). These approaches represent
an ongoing evolution, with classifiers and filters becoming increasingly sophisticated. However, the
development of jailbreaks poses a consistent challenge as they are able to bypass filters and internal
model alignment (Andriushchenko et al., 2024; Chao et al., 2024a; Xu et al., 2024; Huang et al.,
2025). Against the background of this dynamic co-evolution of attack and defense, our work explores
the computational intractability of filtering approaches under cryptographic assumptions.

Time Lock Puzzles. It is usually desired that cryptographic schemes cannot be broken by any
adversary. An exception is the notion of cryptographic puzzles that can be solved in some preset
amount of time (or space) but not faster. Examples of such puzzles (Dwork and Naor, 1992; Rivest
et al., 1996) have been used as a way to combat spam or send messages into the future, forcing the
spammer (or the future reader of messages) to invest the preset amount of time. The notion of time-
lock puzzles introduced by Rivest et al. (1996) following May’s time-released cryptography (May,
1993) is especially intriguing in that it allows a user to quickly encrypt a message in such that it can be
read only after a longer but set number of time steps. Informally, the sender generates a puzzle with a
solution s that remains hidden from adversaries that run in time significantly less than t, including
parallel adversaries with polynomially many processors. The original (Rivest et al., 1996) candidate
was based on the assumption that exponentiation modulo an RSA integer is an “inherently sequential”
computation. More recently, Bitansky et al. (2016a) constructed time-lock puzzles based on the
necessary assumption that worst-case Non-Parallelizing Languages exist—decidable in time t, but
hard in the worst case for circuits of depth significantly smaller than t—and that indistinguishability
obfuscation exists (Bitansky et al., 2015; Canetti et al., 2014). A culmination of a series of follow-up
works (Agrawal et al., 2025; Bitansky and Garg, 2025; Abram et al., 2025) managed to construct
time-lock puzzles based on a version of the Learning With Errors (Regev, 2009) (LWE) assumption.
One advantage of basing time-lock puzzles on LWE is that the other constructions are broken by
quantum algorithms, while LWE is a candidate for post-quantum secure cryptography.

Jailbreaks and encryption. In the following we provide a comparison of papers that are closely
related to our paper. Yuan et al. (2024) use a purely empirical approach to demonstrate that current
LLMs can be jailbroken using encryption (e.g., Caesar, Morse, ASCII), where the entire conversation
occurs in the cipher. This leads them to conclude that cipher data should be included in the safety
training as a defense. In contrast, the main contribution of our work provides formal impossibility
results: we prove under cryptographic assumptions that filtering-based alignment faces fundamental
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computational barriers that cannot be overcome through better training data. Our empirical setup
also differs: we use time-lock puzzles where the model decodes encrypted jailbreaks and responds in
natural language.

Both Glukhov et al. (2024) and Theorem 2 study barriers to detecting harmful LLM outputs when
harmfulness may only become apparent to a downstream user. Their examples rely either on
undecidability, or on an encoded output that can be decoded only by a user who shares a secret with
the model. In contrast, our time-lock construction requires no shared secret or collusion: it is possible
to “lock” the harmful content behind a prescribed amount of computation, and any downstream user
willing to spend this computation can unlock it, while a faster output filter cannot. Moreover, Glukhov
et al. (2024) propose Mosaic prompts, which split a harmful request into several benign-looking sub-
prompts whose answers can later be combined. Our construction instead gives a provable way to hide
a harmful prompt or output inside a single benign-looking object, using time-locked steganography.
Finally, while Glukhov et al. (2024) discuss syntactic filters for suspicious-looking outputs in the
appendix, our construction rules out such filters in the worst case: the harmful content can be hidden
“in plain sight” while remaining computationally inaccessible to the filter.

Finally, a new follow-up work (Fairoze et al., 2025) designs an attack that successfully jailbreaks
models that are designed to be aligned (where the alignment mechanism is embedded inside the
models), e.g., Google Gemini (2.5 Flash/Pro), DeepSeek Chat (DeepThink), Grok (3), and Mistral Le
Chat (Magistral). Their attack is explicitly inspired by our time-lock idea to hide harmful prompts
under some amount of computation. It shows that the alignment mechanisms embedded inside
production models are not able to detect harmful commands hidden with a time-lock-like mechanism,
but the models can eventually recover the commands and produce harmful outputs.

7 TECHNICAL OVERVIEW

Preliminaries. For n 2 N we denote {0, 1, . . . , n � 1} by [n] or Zn. A language model M is
a deterministic algorithm that takes as input a prompt and a previous output by the model z =
(z0, . . . , zi�1) and outputs a probability distribution over a token set T . To sample a response of M ,
one repetitively samples from the probability distribution output by the model.

7.1 CONSTRUCTION

Pseudorandom time-lock puzzle (PRTLP). As we explained, a key component in the construction
for Theorem 1 is a PRTLP. A creator of the puzzle can quickly generate a puzzle whose solution s
remains hidden until a moderately large amount of computation—quantified by a time parameter t—
has been performed, after which it can be solved (or opened). Solution s remains inaccessible to any
adversary running in significantly less time than t, and the puzzle is indistinguishable from random
for all such adversaries.

We construct a PRTLP based on the RSW time-lock puzzle (Rivest et al., 1996). It relies on the
moderately hard repeated exponentiation function:

f(n, r) = r(2
t) (mod n),

where n is a product of two (random) primes p and q, i.e., n = pq, r is a random integer between 0
and n � 1 and t is a fixed large integer. The assumption is that without knowing the factorization
of n, of which we think of as a trapdoor, computing f takes time that scales linearly with t (and
moreover this computation cannot be parallelized). It is easy to generate (PUZZLE, SOLUTION) pairs:
the creator of the puzzle samples n, which is why they know the factorization n = pq. It can therefore
compute e = 2t (mod �(n))2 where we know that

re = r2
t

(mod n),

which implies that log(e), which is not larger than log(n), exponentiations are enough for puzzle
generation. Summarizing, PUZZLE = (r, n) and SOLUTION = f(n, r) = r(2

t). See Figure 1 for a
visual representation.

2�(n) = (p� 1)(q � 1) is the Euler’s totient function.
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r r2 r4 r8 SOLUTION

r[2
t mod �(n)]

t sequential steps

Figure 1: RSW Time-Lock Puzzle: The blue path represents sequential squaring operations requiring
t steps, while the green dashed line shows the trapdoor shortcut.

However, PUZZLE = (r, n) is not random, e.g., n is a product of two primes. Later (Section 7.2),
we will develop a procedure PseduoRand(r, n) that makes the puzzle look pseudorandom, i.e.,
indistinguishable from random for adversaries running significantly faster than t. PseudoRand will
have an associated algorithm Sol that solves the puzzle. We note that the exact computational gap
can be quantified and is usually in the form t vs t✏ for some ✏ 2 (0, 1) (see Definition 4).

Recoverable-Randomness Sampling (RRS). We model benign prompts as generated by an auto-
regressive model G (see Appendix C for a formal definition). We think of G as a formalization of a
subset of prompts the input filter should accept. G is known to all parties.3

We design a scheme called Recoverable-Randomness Sampling (RRS), which consists of a pair of
algorithms Samp (Algorithms 1) and RecoverRand (Algorithms 2), where:

• SampG(R)! z; takes as input randomness R and outputs a prompt z.
• RecoverRandG(z)! R; on input z recovers randomness R.

SampG samples from a distribution that is equal to that of G, but the way it uses its randomness is
different so that it can be recovered by RecoverRandG. We remark that this is nontrivial to realize.
For example, imagine G samples a particular token with probability 3/4. To do it, G needs 2 bits of
randomness but upon seeing this token, it is impossible to know which of the 3 possible choices of
randomness was used. Our construction of an RRS, given in Section 7.3, was inspired by ideas from
the watermarking litereature (e.g., Christ et al., 2023).

Hiding jailbreaks in plain sight. Assume M is an LLM for which there exist many harm-eliciting
prompts HARM, e.g., “How to build a bomb?”. We design an adversarial prompt generator G0 and an
LLM M 0 such that G0(HARM) produces a prompt z that: (1) elicits harmful behavior from M 0, and
(2) is indistinguishable from prompts from G, for filters running faster than t .

G0(HARM) works as follows:

1. ((r, n), SOLUTION) RSWTimeLock(t).
2. PUZZLE  PseudoRand(r, n).
3. R  (PUZZLE,Enc(SOLUTION, HARM)), i.e., in Section 7.2 we define a pseudorandom

encryption that allows encrypting HARM using SOLUTION as key into a pseudorandom
ciphertext.

4. Return z  SampG (R).

M 0(z) works as follows:

1. Recover R RecoverRandG(z).
2. Parse R as (PUZZLE, c)

3. SOLUTION = Sol(PUZZLE).
4. Decrypt c = Enc(SOLUTION, HARM) using SOLUTION as the decryption key to obtain

HARM.
3We emphasize that G is neither a secret key nor a public key chosen (published) by the LLM.
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5. If recovery was succesful4 return M(HARM), and return M(z) otherwise.

This construction satisfies the following two properties that essentially imply Theorem 1 automati-
cally:

• The filter cannot distinguish z from a benign prompt from G, since R is indistinguishable
from random for algorithms running in significantly fewer steps than t.

• M 0 is able to recover R, compute a solution to the puzzle embeded in R, recover HARM,
and execute it.

Formal definitions of G0 and M 0 are given in Algorithm 3, and Algorithm 4, both in Appendix E.1,
respectively. We proceed with the construction of PseudoRand.

7.2 MAKING RSW TIME-LOCK PSEUDORANDOM

We proceed with a definition of PseduoRand(r, n). The previous discussion was simplified in a few
points we discuss now. First, the composite n is not a random string (which is what we need), rather
it is a product of two large primes. However, we know that n is uniformly random in the set of
products of two primes p and q chosen at random from a set [1, w]. By the prime number theorem,
the number of primes in that range is ⇥(w/ log(w)). Thus, n is uniformly random in a domain of
size S = ⇥((w/ log(w))2). G0 hashes n to a range of size ⇥(✏2 · S) using a pairwise independent
hash function h. By the leftover hash lemma the joint distribution of (h, h(n)) is ✏-close to uniformly
random (Håstad et al., 1999; Vadhan, 2012). It is straightforward to represent the random integer
r as a random bit string, so the entire input x = (h, h(n), r) can be (close to) uniformly random,
as we wanted. We remark that the LLM will need to recover n from (h, h(n)): this is possible
because the pairwise-independent hash function can be inverted efficiently (e.g., it can be a linear
function, where inverses can be found using Gaussian elimination). Note however that there will be
more than one inverse (because the hash function is shrinking), and this raises technical issues in the
construction: the LLM will need to enumerate over all the possibilities. The final issue is that the
output r(2

t) (mod n) is moderately hard for the filter to compute, but might not be indistinguishable
from uniformly random (which is what we wanted). We handle this using standard techniques from
the cryptography literature (namely using hardcore bits of f (Goldreich and Levin, 1989). See the
appendix for details of the construction.

7.3 RECOVERABLE-RANDOMNESS SAMPLING

In our construction, it is key that the distribution of G0 is indistinguishable from G and that it is
possible to effectively recover the randomness used by G0 from its outputs. To achieve this, we design
an algorithm Samp (Algorithm 1 in Appendix D) that takes as input randomness R and produces
z = (z0, z1, . . . ); and an algorithm RecoverRand (Algorithm 2 in Appendix D) that given z recovers
R. We assume that the set of tokens over which G operates equals {0, 1} (see Appendix C).

The high-level idea of our scheme is to maintain “residual randomness”. Imagine, that at some
point in the generation process, G(z0, . . . , zi�1) ! 1/4. Then to generate zi accurately 2 bits of
randomness are needed, i.e., if the bits are 00 we set zi = 1 and we set zi = 0 if the bits are 00, 01, 11.
If zi = 0 then the recovering algorithm might not know which of the three options for the randomness
determined zi. To address this issue we “reuse” this randomness in the generation of the next tokens.
More concretely, if zi = 0 then we have log2(3) bits of residual randomness that we can use in
generating zi+1, zi+2, . . . . If done properly this “reusing” process will allow perfect recovery of the
randomness used. Intuitively, because all of the randomnness will be used.

Our scheme, defined in Algorithms 1 and 2, works as follows. At all times, the sampling algorithm
SampG(R) maintains a precision range k and a value q 2 [k]. The value q is created on the fly using
the randomness R and will determine how tokens are sampled. Intuitively, q maintains the “residual
randomness”. SampG builds a response (z0, . . . , zi�1) iteratively, where in the i-th step it:

4The encryption scheme we design has an additional feature of detecting if decryption was successful. If z
was sampled from G, then the probability of successful decryption would be very small. This implies that the
harmful “mode” of M 0 is almost never triggered when given prompts from G.
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1. Calls pi  G(z0, . . . , zi�1).
2. If k < 2P it multiplies k by an appropriate power 2t so that k � 2P ,5 and increases

the precision of q by concatenating it with the not yet used randomness from R, i.e.,
q  q k R[j : j + t]. This ensures that q represents an element of [k].

3. If q/k < pi it sets zi  1 and sets zi  0 otherwise. Additionally, it updates q and k
so that the “residual randomness” can be used later on. Intuitively, if q/k < pi then we
keep the ⇡ log2(pi · k) bits of randomness. To do that we update k  k � bpi · kc, which
implicitly represents that q is now a random value on [k � bpi · kc]. If q/k > pi, the values
are updated accordingly.

To recover the randomness RecoverRandG(z) works as follows. It maintains bitstrings a, b that
informally are “lower and upper-bounds” on the randomness R being recovered. More concretely, in
the first step RecoverRand knows that the prefix of randomness R is between 0P and 1P . If p0  G()
and z0 = 1 then it knows that the prefix of R is between a = 0P and b = p0 · 2P . By construction,
the common prefix of a, b is equal to the prefix of R - this will allow to recover R. Observe that it is
possible to update k exactly like SampG does it because k changes depending only on the value of zi.

7.4 OUTPUT FILTERING

Setup. A harmfulness oracle is a function H : T ⇤
! [0,1), where H(z) = 0 means that output z

is benign and larger values indicate greater harm. During inference, neither the LLM nor the filter
can query H; rather, H models the downstream environment evaluating the eventual harm of z. The
LLM and filter may nevertheless have seen training examples or an approximate description of H.

Construction. We leverage techniques used in the proof of Theorem 1 to prove Theorem 2. Let M
be an LLM that doesn’t produce harmful outputs.

To define M 0 we apply the same process as the one used to transform G 99K G0 but applied to M .
When we apply the transformation, we set t of the RSW time-lock to be exponential in the time
complexity of M . This ensures that the outcome of the transformation, i.e., M 0, is such that its
outputs are indistinguishable from outputs of M for all polynomial, in the running time of M , filters.
H

0(z) “runs” as follows: it recovers the randomness used by M , i.e., R RecoverRandM (z). If R
contains a time-lock puzzle, H0 solves it to obtain an output m and “declares” that z is harmful (with
harmfulness level determined by m). The proof of correctness is similar to the proof of Theorem 1.

8 CONCLUSIONS

Many generative AI models are proprietary and cannot be independently audited, making filter-
based alignment a critical area of study. We therefore conduct a theoretical investigation into the
computational requirements for achieving AI alignment through filtering approaches.

Under cryptographic assumptions, we prove that input filters substantially weaker (computationally)
than the LLM cannot successfully prevent jailbreaking. This conclusion extends beyond the detection
of harmfulness to a class of filters which actively change prompts in order to mitigate their effect.
Similarly, output filters cannot successfully prevent harmful outputs if they are computationally
weaker than the downstream environment (i.e., the end user of the LLM output). Ultimately, the only
way to judge the level of harm of an LLM output is to execute it in the world.

We present experiments to demonstrate that time-lock inspired attacks evade weak filters and elicit
harmful behavior from production LLMs. To achieve our results, we introduce a novel method to craft
harmful prompts so they are indistinguishable from benign prompts using time-lock cryptographic
puzzles—a technique with potentially broader applications.

In conclusion, filtering for alignment requires computational resources comparable to those used for
the LLM itself, along with access to the model’s internals (architecture and weights). This has an
important implication: resources invested in safety must match or exceed those invested in capability.
Given the potential harms of unaligned LLMs, particularly as we approach AGI, this resource parity
is essential.

5P is a precision parameter that determines the closeness of the generated distribution to G.
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